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progra/?^. ccn^prisiriy ?he steps of: 
randomlv generating substantive y€:t.^ed^indans arguri-enls; and 
Tsserting argurr..<?ri';s IsViq U^e dytg llcv^ of said program. 

2. A rnemod as Qlairn^scl m dsim 1 wherek^ said st;?ps of r3A5:i:on-:l*y gensfeVJog KfX 



and irrserting cpmp^tse the sJi^ps of: 
fancofT«y gerfiTifaiSng suostanEiv© yet rtsduncit^n^, lookup tabk$:. and 
inserting sa^d lockup lS5>tea hm the dsji^ ^ow of s^id program. 



3. A method: as cla;;?T>ed ih cisUr. 2, wherein said strips of ^sndornly gfinefatrng 

randomly generatsng kientiiy ^cck i:p tabtes; ^^nd 
insenmg s^iid Id^nsf-y too?c up t^&i^a intoi da^ How of said pt'cKjram. 

4. A w®\hod as dai«"%ed in claim 3, ^vh^>r•e^5^ tj-a^d progr^anpi Is s dsta c^ncr/plioTr. 
sif^jid£5«l pfag:mm ^^j^d ^sid $top of i^nrfon^ly gemraUng ct^mprises tH^ 
ti^^ of randomly gc-r:erat?ng DES-basa^d klenjiltfes a>? n&hvofks T-boxes- 

comp^eiT^entar/ ^sRcryptSon ar^d decFyption (ooKyp tafetes containing a 
crypteomphtc key unl^ks the secnsl cryptographic key cf sa^d DES program. 



6. A method as c!ajmecJ in clSiJim wheifein said step mssfting co^rriprisies ihe 
step of: 

pf^^ang ^iit Des^&ijssd ^d^nt^de^ befor-s and afisr ons [sr m^>^^^ inji^s) roiind psiifs 
aal-d DES prcgraiTJ, and t^erorss a?id ^fter one cr more tmaJ rQund pabj, 
thsfeby defendirfg agsinst ^Itacks frc/r:- i^is ends of ssid DES progfcim. 
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7 A method c^sirr^sct m claim 2.. wns'S^n: sa^d s:e.ps raxidiimY aenor^ting 

and lnsc?fti?)Q con^prisa *h?^ steps of: 
splitting the dais fiow of sale program b)\o separate^ s- jrs^tnns; sn^ 
diflusing daja isJefaiiy 2>©}:vvee?^ saW separate streams. 

■g. A n^ethad ^r^asmsd i^^ daim wK^ft^iri sole steps of randomly Qtin^roting 

an<5 inserting compri^o 'he 5:.1eps ^t: 
irJrodudmi ^a^a^sl diffusion by: 

generating muHlipl^? lockup tables for an cflgml fcokup jat^ie: 
gene^^Jting for siaid multiple ^4>c?Kup tabtes ir^ ^ocortiaric^ wilh ^ 

fgiOGc?m Bc-oii^gn functson; i^nd 
transposif^g the output of said msiltiple lookup labiss in accordance v.ish .said 
ranciorri BociJka.': functic??!, 

9. A method tis daiin^-ed in: dmm 8. wiit^ry^if:; 5^^^c^ s^sp a? gen^nitinrg entries 

dioosirjf] random., substenl^ve, Boo^san fendior?; 
for eac?^ output of saiid= o?sglr>ai lookup tab^e: 

dst^fTninisng the-seJ of ir^putij to s^fd Boo-JsanYunctio?: tj:?:at v^'^JI yield said 
output of ^aid original 1ooks.*p tabis; 

randOiTily selectitig one of said sets of inp'iilts.: snd 

rist?rUri9 sel-ect^si ?$t lri=put$, i!it& ttis aylput. of' ^i^aics ?nu:it?pte Icokwp 

(v^C\\ykKi calls to ssid orig^ria^ lookup tabte so ns]^ upon: said fT$u'ti-p:e lookup mo^s: 

i;nsertin9 s55i:d randc^m Soctean function into tho fiow of sa^c pTogram fci^cRMP^g 
said calls to said multiple ioaka^ tables. 

10. A method cMmf6 in ctasm (i vvhs^min s^ikl mndom Booi^^an t^nciior^ is a 
tw*o input Bool6aj5 fundion s:nd e-^ich sa?<l ssi of inputs cotsipfitses t^vo i?^pyis. 

11. A m^^thcd a& dsime<2 $n aa^m 9> w^i?re^n sait^ rspidam Sool^en fen^cJion is a 
mme inp^t Sooiea?^ funclion and each saics set of iftDijJs compns-es three 
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12. lAnseuded} A nscUiud as clftimed in cl-iiin 10. u-hcreia ssid .-sieps sro executed 
bcgiHftiaa al pcmdiimaic lookup tsbku anU werkkjg1>iK4vyxjrdf; lywards 'iirlm rounds. 

I.?. (.AnK-isdi^il) A nji;jh».>d ^ls tUiimetJ in ihim 6, tvht'iviji sofiw^jv pii^gnu^i iii an 
antrypassn pnjgram r-jciusriR" a cA^'Megrnphic key, sjsid nisithoi:! f.ompa!5t«fci.1he pr?vk)i5S $tep 
ol: 

Ci.»')veri!«g mii sol'm-aj* gjrogmRi inio u dirm; acyclic graph- 

14. A msti'-^od as claimed m mm 13, whsmai sa"d efjcrypijoR progfam is a Data 
Enciypfiarj Staniterd (PtSj prssRsn Bn«f §9«f sjsp ofcssiverong ooinprises 
the steps of: 

imc^ng th^ n digital er.cryptfon sofrvvare alga?imn^ rounds by: 

dt^Hcatttig the round netvi'tfrk a times and comjscjkt^ n raun-iJs • 
eod-to-erwj; 

tsopytna m /S-boxss sxplicgSy sitossch rawd, rmiMnQ m /> jcv separMs 
S-box^; and 

eaovsertif^ cadi said /t output S-bcx im M Voutpui T-tos res^tng Jn 
X /X separate T-b<»ss, vwiUi irx /separate T-jjox^ psr foiftd. 

15. A mo^iafl a$ cia^msd tiasm 14, wher^n sakt step cf cisrtv^g comprises 
Efie sfap of: 

Jh8 sixtseji dtgilaJ encfyption software al^ofiiftmfayarfs by; 
dyptefeg itis foynsl netwofK sixieei^ ttmss anti coRRSCtlng- said mutvi^ 

espying ihe ^hi S^joxes explicitly inip essh mt4, fssi^ jsag 128 separate 
S'&axes; ancf 

sonverting e&ch s^N 4-«M{pyt S-bojc imc fou? i-outpu« T^joxes resuitijtg In 
512 separafe T-^oxes, thLty-**© per rouM^ 

16. A fnsl^ittd as daimed In claim 1 5, fufUief comprising ihe step of; 
p3rti35ly ava^uating said program to eiimmats the cr>'ptogmphiC toy as a separata 

c»ns Jsnt or series of coristanss, 

17. A meihoa as <^&ned rn daipj ie, fjiSisr comprrsing the sjep of; 
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where one om'&r4 oi an XOR opsmtSon sajacens to a T-b&x js n constant, 
modnvm the mm of said T-fco>c lo effed s^jc^ XOR acccrcjingly; anU 

1 a. An apparatus for incr easing ihe obscuriiy and !^€^re?s^st^ioce of compute? 
safuvgre code comprisiRg: 

msar^s fdf fnodffyjng ssild software cade by: 

randcn-^Sy ge^neratng s.^bstsni^ve ysi redundant arguments; and 
Inserting saic^ afgjjmen{:& imo the data flow oima softwam coee, 

(AnnrnsM?? A i:>>n:iptM:i?r' reat^atj^c memory' ^^^e^i^l!l^r^ su•»m^gcor^iptl:tc^ :5<:^fi^^^ 

21. The mejhod daini6d m cla^m 1 , v^rm $sid substantive yet redundsni 
arguments am subssani^v^ in thst saa ^rgyrru^rsts are opptii^d to v'lanables. 

i^T: safd sof^«sfam program, ^at sajd argumeni^i sissr the value o-f 
said vartabtes. 
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XI A ir.e-h:>(l datsried in cUih^i i { , whAircia said step;; mc cxcculcd beginning at 

program rcquirinc ii cryplographii; \^xy^ siikt fue-htKl^ c»jriiprvx:it:ig Xha pncvSous ^iCp of: 
corjvcranti. ssdi i^oh'^uxKr pn^mm mXQ <i tlkrcci ;tcy<:l(c iiraph. 

Encrypxkm Simdvixd (DO > pn^gr^sm imxl ^aid ^Iv^p c^f <:iHjVv^rli?)i:^ c(H»pri^>C5i iin: stcp^S oJ : 

c^j^jyitigtht / S-b<>xc^ explkStly jnUrctii^h fvHiSKJ, r^:<uUiing isi « k ? :>c^K-iciUt: 

toav^jr^ii^g ^^ch S;iid ^-outp^ii S-Njix iinvu^ I -oupii T-bs^K^s msiiitin" In 

^25. A :metfe(Ki as: daimed in c§a«vi 24^ vvhercir< sasd .step oS" convcrlijiig. canjpri.s<'.s: i'^w 

jitep of:: 
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c<)pyjng ihii t-febt ii*Jx'r.siiS CKpiicilly into each ix^uwd, u-mUmg in \ wpiiftue 

t Oiivemngi.cach rami A onipai S-box into Ibi^r l-^>utput'r-box€s .ar&5iUini:'; in 
512 scpLira^c rixmr^i, ibiny-JW/ pt^t* n>um}. 

27. A oieiliod ii% cluimcd in 2h, fiitthtif coj;»|>ri.sing thx^ ?iXq> of: 
wh^jrij one (rpcninsS of'»!*j XOK opcraticin ssdjaccjst u> s T-box in a c?.«)SU»u> 
clifniiiaiing XOR 03>aa?:iO35 by: 

iiiodtlyjijg the cmm^^ t'yfwid T-box tiYvCS s^dd XORiicmfdiiis?;!).: afjd 



